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The Influence of the Ideas of Terrorism and Extremism in
the Information Age on the Consciousness of Youth
Through the Internet Media
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Abstract. The article describes spiritual, educational and educational measures aimed at preventing the
introduction of the ideas of terrorism and extremism through the Internet and their negative impact on the
minds of young people.
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We live in the information age. According to experts, the speed of information has increased several thousand
times over the next hundred years.

Information has always been as necessary for man as water and air. Each piece of information has a specific
purpose. Information is analyzed, distributed and received by each person, group or country based on its own
perspective. There are also some purposes behind the distribution or non-distribution of existing information.
Here, the impact of the ideas of terrorism and extremism on the minds of young people through the Internet
is one of the hot topics of today.

Of course, today we cannot imagine our life without the Internet. But while they make our life easier, they
also cause a number of dangers. Although social networks are one of the most convenient sources of
information, through these channels, various groups spread various information for their own purposes and
strive to change the worldview and ideology of young people.

As the President of the country, Sh. Mirziyoyev, stated at the solemn ceremony dedicated to the 24th
anniversary of our Constitution, "... today, if we take into account the increasing danger of religious
extremism, terrorism, drug addiction, human trafficking, illegal migration, "mass culture™ , the deep meaning
and importance of these words will become more obvious. "In fact, at present, youth education remains an
issue that will never lose its relevance and importance for us."”

Today, terrorism and religious extremism have already gone beyond national, ethnic, religious concepts and
become one of the most urgent problems of the international community.

In particular, terrorism or religious extremism is manifested as the main means of solving the malicious goals
of not only an individual, but also criminal groups and illegal organizations, as well as personal problems of
political, economic, national, and religious orientation. At this point, seeing the bloody wars and massacres
that are regularly taking place in the Middle East region or the territory of the neighboring country of
Afghanistan, and drawing the correct conclusions from these processes, we must always be ready to protect
this great land from any external forces, and live a peaceful and peaceful life to the value of life. he shows
himself.

In this regard, the head of our state said: "At the same time, the increasing threat of international terrorism and
extremism, the continuation of armed conflicts in some regions of the world, and the persistence of a
dangerous situation cannot but threaten the stable development of Uzbekistan. All this requires us to always
be ready to deal with the threats and dangers that appear in front of us” - his thoughts indicate that each of us
should stand firmly in our civil position. After all, today's youth is the largest generation in the history of
mankind in terms of number, it is 2 billion.

One of the main characteristics of terrorism is evident in the fact that supporters of this movement act on the
basis of the idea that "violence leads to chaos that destroys the state and makes it easier to gain power."
Another feature of terrorism can be seen in the desire to solve political issues by force, deliberately denying
alternative methods in a situation where there is no war, where peace reigns, and democratic institutions are
functioning in the society.

It is worth noting that extremism, which has become a global problem, has never posed a greater threat to
society's security, stability, ongoing reforms, citizens' lives, health, and other constitutional rights and
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freedoms than it does today. Peace in society v Religious extremism remains one of the main links in the
complex of causes of crimes against security, administrative order, and public safety. Most of those who join
extremist currents are young people.

Terrorism and extremism today focus on only one choice when no country or nation chooses - and it is also
true that they try to attract the youth first under the influence of their despicable ideas.

Protecting our citizens, especially young people and minors, from various foreign ideas, "Popular culture
attacks", especially the false ideas of religious extremism and terrorism is one of the most important and urgent
tasks.

Propagation of this type of false ideas is carried out with regard to a country from the inside or outside for
specific material and political interests, and it uses any methods, people's spiritual feelings, national feelings,
socio-economic problems existing in any society, as well as modern technology, attempts are made to use
telecommunications, mass media, and the Internet impartially. Since the propaganda carried out through the
Internet and social network pages is distinguished from other types of activities by its effectiveness, the
promoters of the ideas of terrorism and extremism carry out their propaganda by creating virtual communities
based on a well-designed strategy in order to quickly and easily gain the trust of young people. For example,
the negative consequences of riots carried out only through social networks can be seen in the events of the
"Twitter" revolution that took place in a number of Arab countries in early 2011. In particular, the disturbances
in Tunisia, Egypt, Libya, Bahrain, Iran, and Syria were controlled by external forces using social networks
"Facebook", "Twitter" and proxy-IP service. It cannot be ignored that the bloody conflicts that tear apart
human hearts did not appear suddenly, that information attacks aimed at these countries have been carried out
for many years. Another example is the mass riots organized in Iran in late December 2017 and early January
2018. The fact that the propagandists masterfully used the Telegram and Instagram networks to spread various
destructive ideas against the government system among the population at a very high speed means that they
have achieved their goals to a certain extent.

At the same time, various religious and political groups that are surviving with the support of their patrons in
different regions of the world are actively trying to carry out their actions. In particular, a movement called
"Islamic Movement of Uzbekistan™ was created by the "Akromiya" community and organizations inclined to
them. The members of this movement use attractive concepts such as "freedom”, "freedom of belief", and
"human rights™ and try to recruit the youth of our country to their ranks in various ways, for example, through
the Internet system.

This begs the question, why has the Internet become the main tool of propaganda today? For this, it is enough
to list some of the possibilities of one Internet tool, these are:

- unregulated use of information;

- the possibility of the information distributor not to reveal himself when using the Internet;

- simplicity and convenience of using the Internet;

- the range of Internet users is extremely wide compared to any other type of information dissemination means;
- the possibility of placing any form of information with a combination of text, image and sound;

- high speed of data transmission;

- the total dependence of the general population, especially young people, on the Internet today, and just listing
a few such opportunities will be enough to assess the potential of this social network.

According to experts, the "Islamic State" terrorist organization carries out 99% of its ideological propaganda
through the Internet, and it can be observed that this propaganda is manifested in various forms. These are:

- Violation of personal morale;

- Attempting to convince others of the correctness of their ideas on the basis of various distorted religious
Sharia rules.

- Increasing the number of members of the organization.

- Remote control of substructures.

- Conducting "skill classes™ in various directions to a wide audience interested in the field.

- Continuous replenishment of its budget through various sponsors, etc.

Propagators of terrorism and religious extremism justify their actions religiously and present themselves as
defenders of religion. They "martyrdom belt” p More and more innocent people are being killed. Their
declaration of criminals as the "sultan of martyrs", their description of the unhindered entry to paradise, and
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the fact that they show this process as an example to the youth, is the reason that many young people, who do
not have their own independent opinion and field knowledge and understanding, easily fall into the trap.

In society, citizens, especially young people, should know that the information distributed on the Internet
today is correct, reliable and harmless, or they should be able to distinguish such information from one another.
The public is worried that in many cases, young people accept any information that is spread as truth. At this
point, it is worth recalling the following words of the first President of the country, I.A. Karimov: "It should
not be forgotten that today even a small message directed against human spirituality, which at first glance
seems insignificant, gains strength from the intensity of globalization in the information world, becomes
invisible, but does not harm anything. can cause irreparable damage.” Although the idea of =- was emphasized
ten years ago, today, when technology and technology are rapidly developing, we can observe that the practical
expression of these ideas manifests itself in the life of our society.

One of the most important tasks in educating the young generation growing up in such conditions is love for
the Motherland, respect for national and religious values. Therefore, it is necessary to pay special attention to
the following aspects in order to protect the youth of our society from the influence of various forms of
ideological attacks:

- first of all, raising healthy and independent thinking young people, increasing their spiritual-educational,
political-legal, socio-economic knowledge, embodying the national ideology in their minds, achieving a strong
feeling of love for the country in them as the final result of education, in relation to the crimes of terrorism
and extremism achieve the formation of immunity;

secondly, to strengthen work to ensure that young people are always ready for the threats of terrorist and
extremist groups, are alert, alert and vigilant, and regularly enrich their knowledge and outlook based on the
requirements of the time;

thirdly, in order to further raise the legal consciousness and culture of young people, we should arm them with
moral and legal norms of ethics based on our historically formed national values, and for this, it is necessary
to consistently organize and implement work on the basis of mutual cooperation in educational institutions,
neighborhoods and families.

Young people are considered the most important link of any religious, political or social movement,
organization. According to research, the majority of users of social networks are between 16 and 30 years old.
Taking into account the fact that most young people are active in social networks today, it is not difficult to
imagine how powerful these networks are.

It is known that in every social network there is an opportunity to make as many friends as you like, join
various groups, browse shared links, click "like" on distributed materials, and promote your views. This
increases the risk.

Any scientific discovery has more or less negative consequences, and humanity always tries to mitigate these
consequences. The invention of the airplane later led to the discovery of the parachute, the creation of cars,
the emergence of traffic rules and traffic safety tools. At a time when social networks are becoming a powerful
weapon in the hands of various evil forces, it is desirable to jointly develop and popularize modern, reliable
methods of protection against them.

In order to prevent such danger, it is not the best way to restrict social networks or the Internet, as in some
countries. It is necessary to use the following methods to reduce their risk without giving up their useful
aspects.

Virtual method. Leaders of large international and national social networks in the world, mature experts, in
cooperation with influential international organizations, should find and delete the accounts of organizations
that threaten the security and stability of the world, and prevent the spread of their ideas in these networks.
Legal method. In order to ensure the correct flow of information and protection from its harmful consequences,
it is necessary to create strong legal bases for the use of the Internet, especially social networks, in every
country. Aggression, racism, chauvinism, organized crime, subversion of the constitutional order, terrorism,
religious fanaticism, violence, brutality, obscenity, elements of "popular culture”, drug trade, illegal arms
trade, human trafficking, self- to the administrative and criminal response against the dissemination of terrible
ideas, such as incitement to kill It is necessary to increase the efficiency and strengthen the existing legal base
in this regard.
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Educational method. That is, it is necessary to form the manners of using the Internet and social networks in
every boy and girl. For this, parents should monitor what network their child is on, what he is doing, who he
is dating, and what groups he is a member of. This may be considered as a violation of the rights of the youth
from the Western point of view. But from the point of view of Eastern values, it does not hurt to limit the
rights and opportunities of young people in a good way. At the same time, we think it's time to introduce
educational activities about the culture of using the Internet and social networks in schools and educational
institutions. In this regard, it is necessary to create textbooks and training manuals by industry experts.
Promotion method. In order for young people not to be influenced by various harmful currents and information
attacks, it is necessary to create and popularize social networks that represent the political, social and cultural
views and national interests of each country. It is necessary to organize groups on Facebook, Twitter,
Odnoklassniki, Vkontakte, Linkedin and other social networks against the above-mentioned global problems
and gather more young people in them.

Perhaps, in the eyes of today's Western analysts, regulating the activities of users on social networks,
introducing certain restrictions, and making changes to the relevant legislation may seem contrary to
democratic principles and a threat to human rights and privacy. But any democratic values, rights and freedoms
of a certain group of people should not threaten the life and safety of others.

In other words, it is necessary to form the internal immunity of the users of social networks against information
attacks that can spread through these networks. We should not separate our youth from social media, we
should use it properly and turn them into intellectual society representatives who can distinguish right from
wrong.

Reacting to this process, our Head of State said: "People who are responsible for the spiritual, ideological and
ideological education of our youth - whether it's a community or religious organizations, law enforcement
officers or creative intellectuals with great influence - they should all be especially active.” - they insist.

We should all draw conclusions from the wise words of the Holy Qur'an: "Do not throw yourself into
destruction with your own hands." Our carelessness, indifference, only brings tragedy. It will bring disaster to
our children, our family, our whole country. Tell me, does anyone who considers himself a human being, has
a conscience and faith, want this?

No, of course. We often think that my child is at school, studying or working abroad. But our enemies are
taking advantage of our simplicity and carelessness. If our child, who is our soul and world, becomes a weapon
in the hands of enemies, who is to blame for this?

-Aren't we? Therefore, we must pay very serious attention to the issue of attendance at schools, lyceums,
colleges, and higher educational institutions.

As a conclusion, it can be said that if we educate today's youth against terrorism and extremism as a person
who can boldly enter the society through their independent thinking through high spirituality and strong
knowledge, the results of this education will bear fruit in a very short time. Because today the world
community welcomes us with open arms for our country, which has started a new stage of development. In
this regard, it is no secret that even the most prominent countries of the world look with envy at the
opportunities created for young people at the state level.

A Bi-Monthly, Peer Reviewed International Journal [100]
Volume 13


https://zienjournals.com/

