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Introduction 

World transportation process control systems automation, the introduction of systems implemented on 

the basis of microprocessor technology in the continuous control of the state of train traffic control devices, 

the improvement of control methods and technologies, such issues occupy one of the leading positions. 

Therefore, in the process of ensuring security, it is necessary to introduce into practice diagnostic systems that 

increase the operational reliability of automation and telemechanics devices at railway stations, which are 

implemented on the basis of microelectronics technologies. In developed countries of the world, such as the 

United States, Germany, Japan, England, China and Spain, it is important to design and create railway 

automation and telemechanics systems, to ensure their stability, reliability and self-control, as well as to 

develop sophisticated microprocessor systems that give the necessary information about their technical 

condition. 

The development of automation tools on the basis of automation and telemechanics tools and equipment, 

which have elements of microprocessor technology, is the leader in ensuring the safety of moving content, 

improving the functionality of railway traffic management. We will consider the development of a device 

based on the Raspberry Pi microcontroller, which operates on 4G channel, for the control and monitoring of 

the state of railway automation and telemechanics devices. The Raspberry Pi microcontroller transmits data 

using the IoT theology through the 4G modem, which operates on a mobile communication channel. Us in 

this theology uses the MQTT protocol for the qualitative transmission of data. [1] 

 

Material And Methods 

MQTT or Message Queue Telemetry Transport is an easy, miraculous protokol of open exchange of 

information, created to transmit information to remote locations, where the code is small in size and there are 

restrictions on the capacity of the channel transfer. The above-mentioned capabilities provide opportunities 

for application in M2M (machine-to-machine interaction) and IoT (industrial Internet access) systems. The 

MQTT protocol works faster than IP / IP at the practical level and without any kind of origination conditions. 

[2]  

 
Figure. 1. Evaluation of ISO technologies for data transmission. 
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In the MQTT protocol, the exchange of messages occurs between a client (client), which can be either 

a message publisher or a subscriber (publisher/subscriber). The publisher sends the data to the MQTT broker, 

indicating in the message a specific topic, topic (topic). Subscribers can get information from many publishers 

depending on their membership in the relevant topics. 

      MQTT devices use certain types of communication with the broker, the main ones of which are listed 

below: 

• Connect with Connect – broker (setting up alga) 

• Disconnect – disconnect connection with broker 

• Publish-print the information to the topic in the broker 

• Subscribe-subscribe to the topic in the broker 

• Unsubscribe-unsubscribe from the topical membership 

The scheme of information exchange between the subscriber, publisher and broker is given in Figure 2.   

 
Figure 2. Scheme of information exchange between a subscriber, publisher and broker 

In our case, the source of information in the role of the" publisher", more precisely railway automation 

and telemechanics devices, and as a" broker " means of information transmission, in place of the subscriber, 

information reflection devices (computer, smartphone) are used. 

  

Results And Discussion 

The topics consist of symbols with UTF-8 encoding. The hierarchical structure of the finds has a "tree" 

format, which makes it somewhat easier to organize and retrieve data. The riddles are arranged in one or 

several levels, they are separated by the symbol"/". The following is an example of a topic publishing data to 

a broker that is the control sensor of the sending path in the ETS post: 

/stansiya_1/put/put_1/status 

Subscription can receive items from several topics at the same time, for which there is wildcard. They 

can be of two types: single-level and multi-level. In order to understand it relatively easily, we will consider 

each of them in examples. A stratified wildcard. For its use, the symbol "+" is used. For example, we are 

obliged to receive information on the status of all receiving-sending routes of the station: 

/stansiya_1/put/+/status.  

As a result, we get data from the finds: 

/stansiya_1/put/put_1/status; 

/stansiya_1/put /put_2/status; 

stansiya_1/put /put_3/status. 

Multi-layered wildcard. To use it, the symbol "#" is used. For example, for information from different 

sensors of all objects of the station: 

/stansiya_1/# 

As a result, we get information from the finds: 

/stansiya_1/svetofor/psv1/status; 

/stansiya_1/svetofor/psv2/status; 

/stansiya_1/svetofor/msv1/status; 

/stansiya_1/strelka/st1/status; 

/stansiya_1/strelka/st2/status; 

/stansiya_1/put/put_1/status; 

/stansiya_1/put/put_2/status; 

/stansiya_1/put /put_3/status.  
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The use of the achievements of modern system engineering makes it possible to ensure more efficient  

and  safe management  of  the  transport  process  in  conditions  of  increasing  need  for rejection of 

electromagnetic relays. The solution of innovative tasks for the use of contactless devices in railway transport 

control systems will ensure an increase in transportationsafety by increasing  the  reliability,  technical  

condition  of  devices,  management.   

Thus, there will be an opportunity to monitor the technical condition of all automation and telemechanics 

devices on the station in real time on the MQTT protocol. 
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