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A hash function is a function that converts information of any length (in bits or bytes) to a fixed length (in
bits or bytes) [1-3].
In cryptography, hash functions are used to solve the following problems:

- to control the integrity of data transmission or storage;

- to authenticate the data source.

To control the integrity of a data transmission or storage, the hash value of each data is calculated and this
value is stored or transmitted along with the data. The user who receives the data calculates the hash value of
the data and compares it with the control value. If these values do not match in the comparison, it means that
the data has changed [1-3].

Hash functions are divided into two important types, key and keyless hash functions.

Unlike the control set, hash functions not only detect random errors that occur in data storage and
transmission, but also alert you to active attacks by an opponent. The hash function has a secret key so that
the competitor cannot calculate the hash value independently and successfully imitate or modify the data,
and is known only to the parties transmitting and receiving the data. Such hash functions are called key hash
functions.

Impersonations generated from key hash functions are used to prevent fabrication in impersonation attacks
and to modify data in attacks of substitution type.

The issue of data source authentication arises in the exchange of information between non-trusted users of
information and communication systems. It uses a digital signature scheme that allows you to authenticate
the data source. Typically, information is compressed using a hash function that identifies an error code
before a digital signature based on the user’s secret key. In this case, the hash function will not have a secret
key and its algorithm will be known to all users. Such a hash function is called keyless. The main
requirement is that it is not possible to change a digitally signed document and select two different data with
the same hash value.

Thus, the hash function h: X — U is said to be an easy-to-calculate one-way function that reflects the
information M of arbitrary length to the value h (M) = H of fixed length.

The hash function has the following requirements [1-3]:

1. Can be applied to text of arbitrary length.

2. Returns the value of the specified length at the output.

3. On an arbitrarily given x, h (x) is easy to calculate.

4. It is not possible to calculate x from the equation h (X) = N on an arbitrarily given H. (One-sided
property)

5. For the resulting x and y # x texts, h (x) # h (y). (Collision tolerance property)
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It should be noted that the number of possible data is greater than the number of possible hash values, so
each hash value corresponds to several sets of texts, i.e., a set of data with the same hash value.
When using key hash functions, they have the following basic requirements:
lack of manufacturing capacity;
the impossibility of modification.
The first requirement means that when a hash value is assigned, it will be difficult to select the information
that matches it. The second requirement means that when data and its hash value are given, it will be
difficult to select other data whose hash value is equal to it.
Sometimes, these two properties are combined into one stronger property - the computational tolerance
property. This requirement indicates the complexity of selecting other data X, x # x_i, i = 1, I for which the
hash values are equal to one of the given data {x 1, x 2,..., x_I} with known hash values.
Complexity is the computational complexity of a problem that cannot be solved in real time using modern
computing devices.
Key hash functions are used between trusted parties and they have a common secret key. Usually, in these
circumstances, it is not required to protect the information and communication system from the fact that the
other party has not received or changed the information. Therefore, collision tolerance is not required from
key hash functions.
Attacks on key hash functions can occur, such as "imitation”, ie the transfer of fake information on an empty
channel, and the exchange of transmitted data for fake information.
The computational tolerance property implies that it is not possible to determine the key used in the hash
function, while knowing the key makes it possible to calculate the hash value of any data. The reverse
confirmation is not appropriate, because in some cases, without knowing the key in advance, the hash value
issettot
1. S=S5,,...,5,55 Mabaym connap Onoku kuputunaau, Oy epma 0 < §; < 255,10 = 0,255 (6y S 6unok
doitnananyBumIap Typyxu yayH ymymuii 6yimamu). H = 0 Ban = 1 1e6 onuHaam.
2. Mn-XSH_IJ'IaHyB‘lI/I MabIIyMOT OJIOKH KUpUTUIIAU:
T(0) =M, = t,(0)t;(1)...t,55(0) (256 6uT).
3. T(0) 6ymokaan Kyimmarnya 32 Ta KajauT XOCHJI KWIHO OJTMHAIN:
ko = t5(0)t1(0)...t7(0), ky = tg(0)tg(0)...t15(0), ..., 2 k31 = t45(0)t249(0)...t255(0).
T(0) 6ok warra 29 Out nukIuk cypuiaau Bay T (1) opkamu Genruiananu:
T(1) =T(0) <<< 29 = ty9(0)t30(0)...t255(0)ty(0)...t25(0) = to(1)t;(1)...t555(D).
T (1) 6nokman Kyiuaariya 32 Ta KaluT XOCHT KHIHO OJTMHATIH:
ko+z2.1 = to(D)t1(1)...t7(1), k14321 = ta(Dto(D)... t15(1), 2., 22 k314321
= t248(1)t249(1). .. t255(1).
T (1) 610k yanra 29 6uT MUKIKK cypwiiaau Bay T (2) opkaiu OenruiaHaIu:
T(2) =T(1) <<< 29 = t39(1)t30(1)... tz55(Dto(1).. . t2g(1) = to(2)t1(2).. . t255(2).
T(2) 6noknan Kyiinaarnya 32 Ta KaJTUT XOCHI KHIHO OJTMHAIH:
koyzzz = to(2)t1(2)...t7(2), k1t32.2 = tg(2)tg(2)... t15(2), ..., k314322 = t248(2)t249(2)... t255(2).
IOxopunarunap xadu T (3), T(4), T(5), T(6) napuunr udomacuaan Kyiuaarid KaauTiap XOCHI KUIHHAIN:
k0+32-3r LRy k31+32.3, k0+32-4r LR k31+32~4: k0+32~5' LR k31+32~5' k0+32~6' LR k31+32-6-
T(6) 6ok warra 29 O6uT HMKIKK cypuiaaan Bay T (7) opkaau OenruiaHaIu:
T(7) =T(6) <<< 29 = t39(6)t30(6)...t255(6)t0(6)...t28(6) = to(7)t1(7)...t255(7).
T(7) 6noknan Kyiumarnya 32 Ta KaauT XOCHIT KAIHO OJTMHAIN:
koyzz.7 = to(Mt1 (7). t7(7), kissa.7 = tg(Nte(7)... t15(7), ..., k31432.7 = t248(7)t249(7). .. t255(7).
4. By xocws KuiuO oJlMHTaH OOIUIaHFUY KaluTiap Ba S OJok €praMuia KyHuaa KeITHUpPWIraH Mypakkad
OynMaraH akcIaHTHPHIIUIAP acoCUAa KUCM KainuTiap yuyH (32 Gaitaan ubopar 6ynran 8 ta) 256 Gaiftnan
I/I60paT KaauTiaap XO0CHUJI KWINHAOW:
41.i=0; j=0;
42.j=( + S; + k;) mod 256;
43.P=S5;0Q0=S;
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4.4, Si = Q; S] = P;

4.5. i < 255 mapr rekmupmiaau. Arap Oy mapt 6axapuica, i = [ + 1 1e6 onunuo, 4.2. Kajamra yTuiaam,
aKC X0JIJ1a KeHUHTHY KaJaMra yTHUjau;

46.i=0; j=0; l=0;

4.7.i = (i + 1) mod 256;

48.j = (j +S;) mod 256;

49.P =S; Q = Sj;

412. k; = S;;

413.1=1+1;

4.14. | < 256 mapr tekmmpwiagu. Arap Oy mapt Oaxapwica, 4.7-kagamra yrunaam, akc xonga K =
ko, ki,..., ky, ..., kygs KamUTIAP XOCHIT KMJIMHHIIN TYyTaTHIIA]TH.

5.i=0.

6. K =kyky... ks, (25606uT = 326aT) KHCM KaJIUT OunaH T(0) =

t0(0)...t7(0)tg(0)...t15(0)...t248(0)...ty55(0) 650k ycTuga @ amanu Oaxapuiaau Ba Hatwka H(0) =
ho(0)h1(0)...hys55(0) ned 6enrunananu, spau K @ T(0) = H(0).
7. Xocun 6ynran 256 6utnu 6510k TYpTTa 64 OUTIM OJIOKIAapra axparuiaau
X = hy(0)...he3(0), Y = hga(0)...h127(0), Z = hy35(0)...h191(0), W = hy9,(0)... h,55(0) Ba Kylimmaru
MaHTUKUN QYHKIUSUTAPHUHT KUMMAaTIapyu XUCOOIaHaIu:
FX;Y;Z,W)=(XAY)V(ZAW);,
GX;Y;Z,W)y=XANZ) V(Y AW);,
RX;Y;ZZW)=XDPYDZPW,
VXY ZW)=(XVY)® (ZVvWw).

By epna Outnap Oyiwndya mantukuii AND,OR,NOT,XOR amamnapu MOC paBMIIIA A, v,”, @
oenrunapu Omnan udoaananrad. by Mantukuii pyHKuMsIapHUHT Kuitmatiapu 64 6utiu 6nokiap 6ynany.
8. FOxopuna Oepuiran TyprTa 64 OUTIM OJIOKIIap KOHKATEHAIUS KWJIMHAIU Ba XOCHJI KUJIMHTaH 256 Outnu
6mox L(0) opkanu GenrunaHaim:

LOO) =F(X;Y;Z WG Y; ZW)HIRXGY; ZW)[V(X Y5 Z; W) = 15(0)14(0)... 155(0).
9. H(0) Ba L(0) xoHKaTeHAIMs KWIMHAIU Ba XOCHI KUauHTaH 512 6utnu 6ok A(0) opkanu Genruianaim:

A(0) = H(0)[|L(0) = ho(0)h1(0)... hz255(0)1o(0)11(0)...1255(0) = ao(0)a;(0)...as1,(0)

10. A(0) 6nokuu 1(6mp) GaiiTim GrroKIapra aKpaTud ONMHAIN:

ay(0)a;(0)a,(0)as(0) a4(0)as(0)as(0)a;(0) = xo, ag(0)aqg(0)a,(0)ay;(0)
a;12(0)a;3(0)a4(0)a5(0) = x4,... a0+8y(O)a1+8y(0)a2+8y(0)a3+8y(0)
a4—+8y(O)a5+8y(0)a6+8y(0)a7+8y(0) =Xyyee s A0+8.63(0)A148.63(0)A215.63(0)A345.63(0)

A4+8.63(0)A548.63(0)A645.63(0)A715.63(0) = Xe3.
ned OenrmiiaHamu.

€11 C12 C1g
_ | €21 C22 C28 N _
11. bepunran Cyxg = c c c —MaTpuIia OuIaH KOOpAWHATANapu OalTiaapaaH nobopar Xygx1 =
31 C32 38
Ci1 Cy2 Cug
(x0+8-y»x1+8-y»x2+8-yr---»x7+8~v) —BCKTOPJIAPDHU  Yyax1 = (}’0+4-y,}’1+4-y' Votay Y3+4-y) — BCKTOpJIapra

AKCIAHTUPWININKA HaTwkacuga 512 Outnm O6mok 256 OWTiam OJIOKKA CHUKHWJIATU Ba CHUKHII HATHXKACHIA
onunrad 6nokau 1 (1) opkamu 6enrunanam:

Cll Clz e C18 x0+8']/ y0+4—']/
C C . C X1+8- Vi+4.
CaxgXysx1mod256 = [ 21 “22 28 | x Y | mod 256 = 4 Yyaxi, ¥ =01,..,63;
C31 C3p ...C3g YVotay
Ca1 Ca2 ...Cug X748y V3t+ay

0y1u0, T (1) =YoYV1Y2Y3+ - Yosays YVitays Y2+ay Y3+ay Yoo Yoss Yoss Yoss
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12.i=i+1.
13. i < 8 mapr Texmmpunaau. Arap Oy mapt 6axapunca, T(0) = T(1), ko = kosz2.ir---, k31 = k31432
ned oauMHaaM Ba 6-Kajamra YTHIaId, akc X0JIJ1a KeMMHTH KaJaMra YTHIIa Iu.
14. H=H @ T().
5. n=n+1.
16. n <N mapt tekmupmiaau. Arap Oy mapT 6axapuica, 2-Kajamra YTUIaau, ake Xoiaaa H HuHT kuitmatu
Oepwiran M MaTHHUHT X3III KMWMaTu Oyinaau.

The analysis of the cryptographic properties of the new keyless hash-function algorithm proposed in the
article and the construction of the block diagram is based on the data on the keyless hash function and
rectangular matrix compression reflections given in the literature [3, 4].
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