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Abstract: According to the numerous present-day requirements in computer security environments, this
paper gives an overview of cybersecurity from the standpoint of neural networks and deep learning
algorithms. It covers how these techniques can be used in a variety of cybersecurity tasks, including
intrusion detection, malware or botnet identification, phishing, cyber attack prediction, denial of service,
and cyber anomalies, among others. The analytical-synthetic method was used for this investigation to find
the best cybersecurity solutions.The findings emphasize and suggest cybersecurity-related algorithms as a
knowledge foundation and resource for upcoming field research that falls within the purview of this study.
From the perspective of deep learning, this research serves as a resource and a manual for academics and
professionals in the cyber security industry.
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1. Introduction

The growth of communications, the popularization of mobile and smart devices, and the advancement of
technologies such as the Internet of Things (10T) have increased their importance and complexity. It is there
that data science emerges with an option to improve the requirements analysis mechanisms of cybernetic
systems and better deal with the different types of security risks that exist today. Data science can help
information security as well as maintain the dynamics of analysis and development of new strategies that
guarantee the continuous improvement of cybersecurity [1].

Today, a large amount of data is generated and collected with the implementation of booming technologies
such as the Internet of Things (loT) and cloud computing. Although the data can be used to better serve
relevant business needs, cyberattacks often pose significant challenges. A cyberattack is typically a malicious
and concerted attempt by a person or organization to break into an individual's or organization's information
system. Malware attacks, ransomware, Denial of Service (DoS) or denial of service, phishing or social
engineering, SQL injection attacks, Man-in-the-Middle (MitM) or man in the middle, Zero-day exploit or
zero-day exploit; are common threats today in the area of cyberspace. These types of security incidents or
cybercrimes can affect businesses and individuals, causing disruption and devastating financial loss. For
example, according to a report by the multinational software company “IBM” a study highlights the
importance of cyber security in an increasingly digital age. According to this year’s edition of the annual “Cost
of Data Breach” report issued by the security department of the company for 17 years, the Middle East incurred
losses of $7.45 million due to data breaches in 2022. This number alone exceeds the total losses incurred in
the past eight years[2].Therefore, effectively and intelligently protect an information system from various
cyber threats, attacks, damage or unauthorized access, is a key issue that must be resolved urgently, being the
subject of this study.In general, cybersecurity is characterized as a collection of technologies and processes
designed to protect computers, networks, programs, and data against malicious activity, attacks, damage, or
unauthorized access [3]. In accordance with the numerous current needs, security solutions.

Known conventional systems, such as antivirus, firewall, user authentication, encryption, etc., may not be
effective, the problem with these systems is that they are usually operated by a few security analysts, where
data management is carried out in an ad hoc manner, without working intelligently according to needs [4]. On
the other hand, the need to operate intelligently to manage cybersecurity with data-based learning techniques
is becoming more common in companies, and it has evolved rapidly over the years.

Intelligent security combines aspects of machine learning and artificial intelligence, with application to
traditional security; innovative trend in recent times. The tools are better able to adapt to new threats and
secure new types of applications as expressed by Panda Security [5]. As a strength, it learns in real time and
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allows the development of new classification criteria without human intervention. For example, it is applied
against malware and online fraud, due to rapidly evolving cybercriminals generating threats capable of
adapting to the security of systems. Therefore, Deep Learning is able to detect and classify these threats and
provide a solution efficiently and quickly [5].

In this paper, various popular neural networks and deep learning techniques are considered, including
supervised, semi-supervised, and unsupervised learning in the context of cybersecurity; being these the most
used for the development of algorithms in information security, these are multilayer perceptron (MLP),
convolutional neural network (CNN or ConvNet), recurrent neural network (RNN) or short-term memory
(LSTM) and deep transfer learning (DTL or deep TL). These deep neural network learning techniques and
hybrid approaches can be used to intelligently solve different cybersecurity problems, such as intrusion
detection, malware or botnet identification, phishing, cyber attack prediction, DoS, fraud detection, or cyber
anomalies. Deep learning has benefits in building security models, due to its high precision in learning with
large amounts of security data sets [6].

The contribution of this research contains in section two a detail of the techniques in artificial neural networks
(RNA) and deep learning (DL), being these part of artificial intelligence (Al) for timely, automated and
intelligent operation in the context of cybersecurity, being these part of the technologies of the Fourth
Industrial Revolution (Industry 4.0) [7]. Section three reviews and discusses several popular neural networks.
and deep learning techniques, including supervised, unsupervised learning in the context of cybersecurity, as
well as applicability and scope. Finally, several research topics and future directions are highlighted within
the scope of this study for development and research on cybersecurity issues.

Indeed, the ultimate goal of this research was to serve as a benchmark for cybersecurity professionals and
industries from the point of view of deep learning.

2. Materials and methods

2.1. Theoretical and referential framework

Deep learning and artificial neural networks

Deep learning (DL) is often considered part of a broader family of machine learning methods, as well as
artificial intelligence (Al); these have their origin in artificial neural networks (RNA) [8]. The main advantage
of deep learning over traditional machine learning methods is the high performance in a variety of cases,
especially when learning from large amounts of security data sets [6]. Below, we discuss four popular deep
learning and neural network techniques, in the context of cybersecurity. These techniques and their hybrid
security models can be used to intelligently address different cybercrime problems, such as intrusion detection,
malware analysis, security threat analysis, cyber attack or anomaly prediction, etc.

Multilayer Perceptron (MLP MultiLayer Perceptron)

It is a supervised learning algorithm, it is also considered as a base architecture of deep learning or deep neural
networks (DNN). A typical MLP is a fully connected network, consisting of an input layer that receives the
data; an output layer to make a decision or prediction on the input signal; and one or more hidden layers
between these two [9], which is considered the true computational engine of the network, as shown in Figure
1.
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Figure 1: Multi-Layer Perceptron

MLP is totally linked, each node of a layer is connected with a certain weight to each node of the next layer.
Various activation functions such as ReLU (Rectified Linear Unit) are used to determine the output of a
network. These activation functions, also known as transfer functions, introduce nonlinear properties into the
network to learn complex functional maps from the data [10]. Furthermore, MLP uses a supervised learning
technique for training, called BackPropagation, this building block is fundamental in a neural network; This
algorithm is widely used for training feedforward neural networks [11]. The goal of the BackPropagation
algorithm is to optimize the network weights to accurately map the inputs to the target outputs.

Various optimization techniques are used during the training process, such as stochastic gradient descent.
These neural networks are applicable, for example, in the construction of an intrusion detection model [12],
the analysis of security threats [13], as well as the construction of reliable 10T systems [14]. MLP is very
sensitive to feature scaling and requires a number of hyperparameters, such as the number of hidden layers,
neurons, and iterations to tune; this is what makes the model computationally expensive to solve complex
security problems.

Convolutional Neural Network (CNN Convolutional Neural Networks)

It is a deep learning network model that learns directly from data, without the need for manual feature
extraction. A typical CNN consists of an input layer, convolutional layers, pooling layers, fully connected
layers, and an output layer, as shown in Figure 2. Each of the CNN layers considers parameters
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Figure 2: Convolutional neural network

optimized to obtain meaningful results, as well as to reduce complexity. Convolutional neural networks are
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specifically designed to deal with image variability in 2D shapes. In terms of application areas, CNNs are
widely used in image and video recognition, medical image analysis, recommender systems, image
classification, image segmentation, data processing,

natural language, financial time series, etc. This architecture is most commonly applied in the analysis of
visual images, these networks can also be used in the field of cybersecurity. For example, the CNN-based
deep learning model that is used for intrusion detection, or in Denial of Service (DoS) attacks, 0T networks
[15], malware detection [16], Android malware detection [18], etc. This artificial neural network has a higher
computational load, but has the advantage of automatically detecting important features without any human
supervision, so CNN is considered a good alternative to generate applied computer security solutions.
Recurrent Neural Network of Short Term Memory (LSTM Long Short Term Memory — RNN Recurrent
Neural Networks)

It is an artificial neural network, capable of processing a sequence of inputs in deep learning and retaining its
state while processing the next sequence of inputs. All RNNs have feedback loops in the recursive layer, which
allows them to keep information in memory over time. Short Term Memory Networks (LSTM) are a type of
RNN that uses special units, in addition to the standard units, that can deal with the problem of the leakage
gradient. LSTM units have a “memory cell” that can store data for long periods in memory, where the *forget
gate’, “input gate’ and ’output gate’ work cooperatively to control the flow of information in an LSTM unit.
LSTM networks are well suited for learning and analyzing sequential data, such as classifying, processing,
and making predictions based on time series data; what makes it different from other conventional networks.
However, LSTM is commonly applied in the area of time series forecasting, time series anomaly detection,
natural language processing, question answering chatbots, machine translation, speech recognition, etc.
Since a large amount of sequential security data is currently generated, such as network traffic flows, time-
dependent malicious activities, etc., an LSTM model can also be applicable in the field of cybersecurity, due
to the study of various security solutions based on it, such as the detection and classification of malicious
applications [16], and the detection of phishing [18]. Although the main advantage of a recursive network
over a traditional network is the ability to model the data stream, it can be resource intensive and time
consuming to train. Therefore, taking into account the mentioned advantage, an effective LSTM-RNN
network can improve the security models for detect threats, particularly when the procedural patterns of threats
show dynamic behavior over time,

o - - - - -

Figure 3. Deep Transfer Learning (DTL Deep Transfer Learning) or Deep TL
This method allows solving fundamental problems of inadequate training data. In this way, it eliminates the
need to train artificial intelligence (Al) models, this allows training neural networks with relatively small
amounts of data. In the field of data science, its use is currently very common, considering that most real-
world problems do not usually have millions of labeled data points to train such complex models. Deep
Transfer Learning (DTL) can be categorized into three sub-configurations:
* Learning by inductive transfer
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* Learning by transductive transfer
* Unsupervised transfer learning
Figure 4 shows a graph of the operation of deep learning by transfer.
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Figure 4: Recurrent neural network

Deep transfer learning is applicable in various areas such as: computer vision, image classification, speech
recognition, medical imaging, and spam filtering, etc. In the field of cybersecurity, it also plays an important
role due to its various advantages in modeling, such as saving training time, improving the accuracy of the
results, and requiring less training data. For example, authors Wu and Guo (2019) present a ConvNet model
that uses transfer learning for network intrusion detection [20]. Nahamias (2020), propose a signature
generation method based on deep feature transfer learning that drastically reduces signature generation and
distribution time [20]. Classification accuracy greater than 99.5% has been achieved in this method [21]. The
authors approached transfer learning for the identification of unknown network attacks where they present a
feature-based transfer learning approach, using a linear transformation [22]. The transfer learning system
significantly speeds up the training of deep neural networks while retaining high efficiency in the field of
cyber security, even on smaller data sets. Therefore, instead of training the neural network from scratch,
cybersecurity professionals can take a pre-trained open source deep learning model and tailor it for their
purpose.

2.2. Materials and methods

The methodology of this research focused on the application of the analytical-synthetic method to address in
detail the study of four deep learning algorithms.

These alternatives of artificial neural networks and deep learning were analyzed in order to adapt an optimal
solution in the field of cybersecurity. For this, it is based on the functional review of various algorithms used
in work environments where information security vulnerabilities have been detected, such as: intrusion
detection, malware or botnet identification, phishing, cyber attack prediction, denial of service, cyber
anomalies. In addition, the state of the art with data collection carried out by various authors referenced in this
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article.

Based on the review of the literature carried out, the key recommendation is made in the use of applicable
algorithms, according to the area of study and research in cyber security.

3. Discussion and results

3.1. model study

In this section, we summarize and discuss the challenges facing the world and potential opportunities for future
research to make networks and information systems secure, automated, and intelligent.

The effectiveness and efficiency of a security solution based on artificial neural networks and deep learning
depends on the nature and characteristics of the security data, as well as the performance of the learning
algorithms. Managing to collect security data in the field of cybersecurity is not an easy job. Therefore, data
collection methods need to be further investigated when working with cybersecurity-related logs. The
historical safety data collected in a scan may contain many ambiguous values, missing values, outliers, and
nonsense data.

It is understood that both supervised and unsupervised learning algorithms have a large impact on data quality
and information quality. In addition, to clean and accurately pre-process the various security data collected
from various sources. However, existing preprocessing methods or proposing new data preparation techniques
are required to effectively use learning algorithms in the field of cybersecurity.

With what has been argued, it can be understood that the selection of an adequate learning algorithm for the
specific application in the context of cybersecurity is a challenge, as expressed by Sarker (2021) [23]. The
reason is that the result of different learning algorithms may vary depending on the characteristics of the data
as described by Sarker et al. (2019) [24]. To carry out the study, several key points of these techniques are
considered (Table 1), where the four methods discussed in the document are detailed. However, selecting the
wrong learning algorithm would lead to unexpected results that could waste effort, model efficiency and
accuracy. The following table summarizes how these neural networks and deep learning can be applied to
cybersecurity.

artificial neural network (RINA)
and learning deep (DL)

Description

Applicable in the field of
Cyber security

Multi-layer perceptron (MLP)

It is a supervised learning algorithm. A
fully connected artificial neural network
feed-forward.

useful for detecting intrusions.
analysis of malware, traffic
detection of malware or botnets,
analysis of security threats.

neural network convolutional
(CNN)

It is a regularized wversion of the
multilayer perceptrons. They can learn or
automatically detect the key features of
the data. commeonly works with

the variability of 2D forms. for example,
the image.

useful for detection intrusion
detection. malware detection
phishing detection malicious
users

recurrent neural network short
term memory (LSTM-RNN)

Convenient for learning and data analysis
sequential. Preferred for data processing
tasks natural language. speech processing,
and performance of predictions based on
time series data.

useful for detecting intrusion
detection malicious activities,
phishing detection, malware
detection or time Based Botnet,
authentication modeling

deep learning by transfer (DTL
or Deep TL)

It can solve the basic problem of
insufficient data in training the neural
network. Use the pre-trained model and
knowledge is transferred from a model to
another. It has several advantages in
modeling, such as saving training time,
improving the accuracy of the results and
the need to require less

training data.

Useful for detection system
intrusion detection. unknown
attacks or anomalous in the
network. detection of malware,
classification of malware.

Table 1: Summary of artificial neural networks (RNA) and deep learning networks (DL)

Similarly, it should be known that if the security data is bad, such as unrepresentative, low-quality, or
irrelevant features, or an insufficient amount for training, deep learning security models may be useless or
produce lower accuracy. Therefore, relevant and quality security data is important, to obtain better results for
decision making in the company.
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Supervised DL algorithms are known to have wide application in malware analysis, but less in intrusion
detection; spam detection relies solely on unsupervised DL algorithms.

As expected, the total number of algorithms based on Deep Learning (DL) is considerably less than those
based on Machine Learning (ML); in fact, deep learning (DL) proposals based on huge neural networks are
more recent than ML approaches; this gap opens many research opportunities as supported by Geetha and
Thilagam [25], Table 2.

intrusion detection malware analysis Detection Phishing | Tsers anomaloas
| Networks | Botnet of SPAM Malicious data
| Supervised neurzl etworks | meural metworks deep | meural networks Grid Grid neural | Learning
Deep Irecurring | recurring (RNN). deep completely neural convolution | Deep by
(RNN). | mmiti-layer perceptron | connected (FNN) convolu | al{CNN) transfer{DTL
o0 | (MLP). neural network tional Network )
E convolational (CNN) neural
E (CNN). Networks recurrent
QR neural deep by heart
3 recurring  (RNN). short term
multi-layer
g- Perceptron (MLP).
1)
8]
| Ne neural networks nearal networks networks
Supervised deep (DBN). deep (DBN). | meural deep
autoencoders autoencoders (DBN).
stacked (SAE). stacked (SAE). autoencoders
stacked(SAE)

Table 2: List of Deep leaming algorithms applied in cyber security problem

3. Conclusions

This document forges a study that allows to get an overview of cybersecurity from the perspective of artificial
neural networks and deep learning methods. Recent studies of four neural networks are also reviewed to arrive
at a specific analysis and comparison of this work. Furthermore, in accordance with the stated objective, it has
been briefly discussed how various types of neural networks and deep learning methods can be used for
cybersecurity solutions under various conditions.lt allows for a clearer appreciation that in any successful IT
security solution at least some relevant deep learning modeling can be applied based on the characteristics of
the data. Deep learning algorithms need to be trained through the collected security data and application-
related knowledge so that it can help make intelligent decisions.

It is possible to understand that the study on neural networks and security analysis based on deep learning
becomes a reference guide for research and potential applications, both for the academic world and for industry
professionals in the field of cybersecurity, based on each of the registered citations that give an example of
applicability in this field.

In general, it is concluded that the success of a data-driven security solution depends on both the quality of
the security data and the performance of the learning algorithms. Finally, the challenges and improvements
provided by this field of data science, which has evolved over the years, remains for future discussions.
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